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The Ecora Solution
Easy to deploy and easy to use, Ecora 
Patch Manager automates the patch 
management lifecycle to save you time, 
reduce your costs, and provide a more 
secure environment.

Patch Manager provides users with 
a simultaneous, single-console, 
agentless and agent-based deployment 
option to quickly scan, analyze, 
and patch servers, desktops and 
laptops throughout unique computing 

environments. With consistent, accurate 
patch analysis and reporting, it’s easy 
to keep your systems patched and 
eliminate new vulnerabilities before they 
can be exploited.

Generate over 25 web-based reports 
with Patch Manager’s Reporting 
Center to constantly validate you are in 
compliance with your security policies 
and regulatory requirements.

Patch Manager
Save Time, Reduce Costs and Secure Systems

Key Features

• �Optional Agent. Maximize the speed and 
effectiveness of automated patch management by 
selectively deploying agents to ensure mobile and 
other less accessible users are protected, while 
also giving administrators the flexibility to reduce 
the information load on the network.

• �Reporting Center. Review comprehensive, web-
based, ready-made reports that provide details 
from a managerial to technical level.

• �Extensibility. Quickly add third party vendor 
patches and manage their deployment without the 
need for complicated SDKs and scripts.

• �Repository Manager. Automatically schedule 
patch downloads to repositories in your enterprise 
so patches are always readily available for 
immediate deployment.

• �Partial Analysis. An alternative to our 
comprehensive Sure-Scan technology, check for 
missing and installed patches quicker based on 
analysis of file versions only.

• �Sure-Scan.™ Thoroughly and accurately 
analyze missing and installed patches by 
dynamically updating its database with current 
patch information, based on file versions and 
Checksums.

• �3-D Patch Views.™ Quickly see what critical 
patches are missing and/or installed by host, 
application, or patch in sortable displays.

• �Alerting. Alert on multiple events, including new 
patch databases, new patches for a specific OS 
or application, patches missing, or failed patch 
installation.

• �Test Center. Designate a reference system to 
conduct patch testing against before deployment.

• �Patch Rollback. Automate the removal of a 
selected patch if conflicts develop due to a patch 
install.

• �Wake on LAN. Optionally boots powered-off 
machines for patch installation performed during 
off hours to assure successful patching of all 
systems. Eliminate the additional labor of having 
to physically reboot each computer.

• �Import/Export Manager. Users can import and 
export existing corporate patch policies into Patch 
Manager. This feature helps users enforce their 
corporate patch policies across their enterprises.

Patch Policy 
Compliance
Verify that all 
systems are 
compliant to 
your internal 
patch policy, 
and remediate 
those that are 
non-compliant.

Installed 
Patches  
by Severity
Verify that the 
highest severity 
patches for 
your systems 
have been 
remediated.
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About Ecora
Ecora Software provides Configuration Audit and Analytics solutions to customers worldwide, ensuring their IT infrastructures remain operationally effective, secure and compliant. As a crucial 
element integrated into the overall Business Service Management (BSM) strategy, Ecora is the market leader in transforming enterprise-wide configuration data into clear, actionable reports for 
regulatory compliance and enabling IT best practices. The Company’s flagship solution, Auditor Professional™, provides immediate value with its agentless architecture matched with rich report 
templates and pre-defined policies providing the foundation for effective change and configuration management. Ecora Software ensures that you are prepared for any IT audit before the auditor 
arrives, taking the cost and complexity out of compliance audits and enabling IT best practices for more than 800 worldwide customers across a wide range of industries, including many of the 
Fortune 1000. For more information, please visit Ecora at www.ecora.com.
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For More Information
To find out how Patch Manager can help you automate your configuration auditing and analysis functions, call toll-free 
877.923.2672 or 603.436.1616, e-mail sales@ecora.com, or visit the web at www.ecora.com.

Ecora Patch Manager provides out of the box 
patching capability for the following Microsoft 
products:
• �Windows 2000 Advance Server
• �Windows 2000 Professional
• �Windows 2000 Server
• �Windows Media Player
• �Windows NT Server
• �Windows NT Server Enterprise
• �Windows NT Server Terminal Server
• �Windows NT Workstation
• �Windows Server 2003 Data Center Edition
• �Windows Server 2003 Enterprise Edition
• �Windows Server 2003 Small Business Edition
• �Windows Server 2003 Web Edition
• �Windows XP Professional
• �IIS
• �Internet Explorer
• �MDAC
• �.NET
• �DirectX
• �SQL Server
• �MSDE
• �Exchange Enterprise Server
• �Exchange Server
• �Outlook
• �Outlook Express
• �Office
• �Excel
• �Word
• �Powerpoint
• �Access
• �Media Player
• �Core XML Services

The Ecora Patch Manager Extensibility feature can 
add non-Microsoft patches (or custom patches) for 
applications that run on a Microsoft OS.

Discover
• �Auto-discovers servers and workstations
• �Logically groups systems for ease of 

management
Analyze

• �Accurate patch analysis with either 
Sure-Scan™ or Partial Analysis

• 3-D Patch Views™
• Alert notification of new patches
• Policy-based analysis

Research and Test
• �Ecora engineering notes from extensive 

lab testing
• �3rd-party severity ratings from CIAC
• �Links to Microsoft and other vendors’ 

patch information
• Ecora Patch Test Center

Remediate
• Scheduled patch deployment
• Policy-based patch remediation
• End-user Wake on LAN option

Safety Net
• �Automated patch roll-back on one or 

more machines
Report

• Browser-based Reporting Center
• �Monitor patch progress and compliance
• Overview and detail-level reports

“�Patch Manager really 
delivered an immediate  
return on our investment. 
It saved us so much time  
that we now spend on  
other important projects.”

—�Fritz Ferrante 
Manager of Information Systems 
Providence Kodiak Island Medical Center

Missing Patches by Severity 
Know which patches are critical to deploy first, before they can be exploited.


